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ABSTRACT

The advancements in information technology havemgéed data which needsto be protected so thabtissmess
can survive. This is due to the fact that data daserated an innate need for protection, security ¢he estimations
pertaining to the loss arising out of data breadtis paper is thus an attempt to design, develog iamplement a
practical approach for the data security and digsstecovery plan for the organization. The genegithe paper goes to
the industry experience of the author of having lem@nted data security and disaster recovery pEesn IT
companies. The methodology followed is a structaggoroach starting with the macro level operatiaighe processes
and gradually moving down to the micro level colgrof the organizational processes for data seguaihd disaster
recovery. The limitation of the paper is the fanttbe restriction of the page size and this hasilted in covering the
essential components of the plan. The contributfaine paper is that it provides a practical appecbaor implementation.
By customizing the parameters and developing tipeogguiate means and mechanism for the identificatib the crucial

assets a more sound and robust data security asabtir recovery plan can be developed and mairdaine
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INTRODUCTION

The advancements in Information and Communicatieasnologies has brought significant change innleans
and mechanism of performing day to day operatibns.example, today, we seek the services of gaualéator to reach
our desired destination based on the traffic cdaombt and other impediments. On the other hand, ewree websites
keep us informing about the new sales campaighewarious discount offers that are applicable.ti indicates that
data has carved a niche amongst the world. In factatter in which industry we work or whatevecid®n we have to
make we need data [1]. Data on its own has no Valllegenerates a much larger (generallymonetardylevahen it is
processed. In other words, it produces informafjn |t is this information which must be protectedade secure and
anall-round effort are required to protect theusecandprotect the data which is generated andldrge potential

commercial returns.

However, despite several attempts to protect diéiasters do happen. For example, data may bedetake
competitors and is thus likely to be exploited whimay endanger the survival of business operatiOnsa malicious
virus slowly ingresses its way into the system @adis’ vital data there by putting the entire bess at a grave risk [3]. In

other words, there is an urgent need for ensuratg security and of ensuring recovery from theddesa
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Today organizations are spending heavily to entha data issecure, it's privacy is maintained ahdve all
processes are in place to recover from the disagtesh may be camouflaged in the form of a natdliahster [4] [5].
Thus, IT companies are invariably including theemsp of data security and data privacy and on @isascovery as a

post-operative measure should the data be breactydbw.
Related Work

The previous sections highlighted the need and itapoe of having data security and privacy plawel as the
need for a disaster recovery process in place. Mervémplementing the plan and processes is acdlffand cumbersome
task [6][7]. This is due to several issues and lehgkes which needs to be taken into consideratieforb the
implementation process can commence. The challeingksle various aspects such as adoption of dedtegy which
will serve the business objectives; a strong caiterdata management strategy for identifying, cfsss,
organizing, deploying the crucial data protectiongesses which form the sub set of disaster reggwercesses of an
organization. The business world isdynamic hensees and challenges are bound to increase. Theahallenges of
data protection and disaster recovery includesdilproportionate planning for disaster managemedt @ata security
practices between top down and bottom up approatiesack of coordination and co-operation amonrgsious strata of
the organization and above all the absence of g temm vision for dealing with the issues and @radles of data which is
dynamic and high complex [9].The other issues whgdnerate complexity and challenges are relatedhé
implementation of well-developed system of processapportof the executive management and theaeqanitoring of

the implemented system.
OBJECTIVE OF THE PAPER

This paper is developed to provide a concrete jpaapproach tothe process of implementing ancldging a
data security and disaster recovery system for rdarrhation technology company. Though the targehmgany is
Information Technology Company yet it can be cussech to develop the system for any other type oustry or

company which is not into Information technology.

The methodology that is followed is a two-step sc One part takes into consideration the devedapof an
information management system deals with data &gcamd data privacy system the other part takés ¢onsideration
the disaster recovery and prevention system. Atshme time the methodology takes into consideratiwn other
aspects such as project criticality parameterk nsanagement parameters and assessing the impdwsiton

the recovery measures.

The Implementation Process

The organizational Setup

In order to commence the implementation procegsithst crucial aspect is the formation of an infation security
cell of an organization which is headed by the rimfation security officer. This is the most cruciép as it fixes the
responsibility and establishes the centralizedrodiittg authority for the management of data seguaind privacy issues

as well as leads the way for the development @fstés recovery processes.

NAAS Rating: 2.73- Articles can be sent to editor @ mpactjournals.us




[ Implementing Data Security and Disaster Recovery in | T Companies Through a Process Based Practical Approach 3 |

The Information Security Officer then is RequiredQievelop the Team While Fixing the Responsibitifythe Team

Members. Figure 1 lllustrates a Team Structure WhNay be Used

Information
Security officer

|

Ground Floor Securiry Officers Ground Floor

First Floor Second Floor First Floor Second ﬁ’onr
Bldg -1 Bldg -1 Bldg -2 Blag -2

Figure 1: Depiction of Information Security Department in an Organization
Team Structure

The information security officer is the main pers@sponsible for the management of information sgcu
management system. The information security offiserequired to lead various security officer samch part of the
overall security forum. The security officers amesponsible for dealing with the day to day seguaispects of the
organization’s information processing infrastruetand updates the information security officer ba status of the

information system.

Moving down further under the security officersrthare several other sub teams which form the ftoretions

of information security management system. They are

» Disaster Prevention and recovery team (DPART). Té&n is responsible for handling all the incideatsl

carrying out recovery procedures when the disdstppens.

» Information security operations team. This teanreisponsible for maintaining and overlooking theusitg
aspects of the organization during the normal lassifrelated day to day operations through intrakaest and
other form of networking. They are also responsifiemaintaining the confidentiality and integrityf the

information system

» Information security administration team. This te@responsible for maintain the security in adstiaitive
functions of the organization such as defining séciguidelines, reviewing security policies, adisinative
controls to be deployed in the information secuniignagement system and taking disciplinary actidman there

is abreach of information security which impacts business objectives

 Network and communication team. This team is resjid® for ensuring the availability of the necegsar

resources required in the day to day operationlseobrganizations information security managemestésy.
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Technical support team. This team is responsibigfoviding the technical support and necessarp kelthe
concerned information security team and other persls for carrying out business related operatians

functions of the organization.

Help Desk team. This team is responsible for priogdhe necessary help and redirecting distreds talthe

respective departments at of an incident.

Responsibilities

Once the basic organizational structure is completenext task moves onto the process of defiriegdles and

responsibilities without which information securityanagement system will notfunction.

This Section Takes into Consideration Some of the aBic Roles and Responsibilities of Key Persons ihe

Organization

Top Management. The top management is responsibte pfoviding necessary support, co-operation,
development, implementation and maintenance ofrindbion security management system in the orgaoizat
The management support must be visible to the staffibers and must be ardently followed by top memesgt

otherwise the information security management systél not function properly in the organization.

Information security officer. The information seityr officer is responsible for collection, protemti and
authorizing access to the organizations data. hticp#ar, the information security officer is resyible for
approving the access to the various resources varelinder the business operations and under ibetidns of
top management. The information security officeal® responsible for estimating the value of th&e&in terms
of monetary loss and other aspects as communi¢atéis from time to time. He is also requiredto ulegly

monitor an review the classification and authoriasdvell as unauthorized access to the identifssdts.

Security Officers. They are the officers who argpansible for the safety and integrity of the dakdch is under
their operations and custody. They are responsfbte implementing the controls as specified by the
organizational policies from time to time. They ateo responsible for implementation of controlplegable to
the assets.

Other staff members of the organization. The masponsibilities of the staff members include pré&esnof
disclosure of sensitive and confidential informatf the organization. In addition, they are alssponsible for
ensuring that only authorized persons are accessmgnformation and that any attempt to distortidaletion

and mismanagement of the information is reporteskturity officers

Organizational Security Management System

Once the roles and responsibilities are definednthé crucial tasks is the definition of the vasagoeolicies for

information security management system.

The design, development and implementation of tifierination system are guided by means of poliCiégse

policies form thedirection and flow of the systempiementation process. Accordingly,the policesaise classified on

the basis of their applicability.
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Specific policies. These are the policies which applicable organizational wide. Depending on tize sf the
organization and the information security systenbéoimplemented, the following points form the caspects of the

information security system.

* A management framework is formed which will inigaand controlthe implementation of information ségu
across the Organization.This framework is respéadir providing clear direction andsupport on thatter of
dealing with information security and its managemémnother words, every information assets willdmerned

by this framework.

e The security of an information system that is tla¢adgenerated will be the responsibility of the ewaf that
system. For eg.the project manager is responsibléhé data which is generated by the project fday to day
operations as well as form other operations. Thagept manager may delegate this responsibility g a

individual but ultimately the whole responsibilitgs with the project manager.

* The following points define the various aspects ménaging the informatiofihe various assets and
associated security processes for each individual system;

» The responsible person for each asset or secuateps, and the responsibility documented;

» Authorization levels defined and documented. A ngamaent authorization process for new information

processing facilities should be established.

» The risks associated with access to various datarise and the assets comprising of informationtesys must
assessed and appropriate security controls impletieso as to ensure the minimum loss. Foreg. gwenjgct
manager must estimate the project criticality mafor each of the project. This criticality matmprovides the
risk associated with the project and the assistpthject manager in estimating the recovery tiRigure 2)

(%] Y (%] s

Y
Project Criticality Plan
Project Name [
Project Code |
51, Mo Criticality Criterion Data Score | Weight | Vicighted
1 Size of project (Revenue § ) $0.00 0.00 10 0.00
2 Profitability [ § ) $0.00 0.00 10 0.00
3 |Penalty clause in contract [Amount §) H0.00 0.00 15 0.00
4 Days left for delivery in working days 1 5 20 20
5 Resources/ skills availability Difficulty Level 1w 1 10 2
6 |Phase of project ISRS - 1 8 1.6
7 |Type of project offshore I j 10 4 4
8 Impact on client business Lo - 2 5 25
9  |Link dependency Link Independent W 0 3 ]
1
10 |IT Infrastructure dependency Law hd 1 5 5
11 |Project Geography Tndian Froject - 3 2 1.2 Recovery Period
Total| 100 39.30 § days

Figure 2: Depicting Project Criticality Plan for th e Project
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Other Policies Which Must be Defined and Documentethclude the Aspects Such as
» Access parameter of the information assets and phecedures for handling them.

» Authorized user access, maintenance and they aggagation Restrictions on the respective secuewal and

business liabilities associated for the assetsedisaw day to day business operations
» Audit and monitoring rights and mechanisms forthgous information assets and parameters
* Restrictions on information copying and disclosame other form of unethical and ethical usage.
e Anti-virus measures and their prevention mecharmiarthe information assets
» Arrangements for reporting and investigating sdgtnicidents and drafting prevention plans
Classification of Organizational Assets

Depending on the business operations of the orghoig the various department will identify, cldgsand
protect their information assets including autorddtkes, databases, software’s, hardware’s andiegins that are used

in the department.

Generally, the classification in an organizationcésried out as Restricted, Internal, Confidentéiatl Public.
Further, all the unclassified information is gettigrassumes the classification as Confidential estRcted. The following
are the general parameters for classifying thetadseat to reiterate again, they are dependent enotiganizational

business operations and the degree of importateehat to the data so generated.

Confidential is the classification of information which unauthorized disclosure or use is not ®libst of the
interest of the organization and/or its customerseixample new product design details, strategammihg documents,
organization personnel data, budget information@heér vital data. The loss or leakage of suchrmédion may prove to

be disastrous for the organization.

Restricted is that classification of informationvihich the unauthorized disclosure or use will leisudamage to
the organization. For example, the productrangégdedocuments, company documentation, and otherscaspects of

documentation which would prove to be harmful t® ¢tinganization’s business.

Internal is that classification of information thddes not need any degree of protection againskogisre within
the organization’s premises. For example, the dipgrgorocedures; policies and standards inter @fiommunications

documentation

The public is that classification of informatioratrdoes not require anydegree of protection witioutside the

company.

Further, the collection of information such as dasrehouse, data repository, integrated databasaset, file and any
other form of data such as social media will cding/ highest form of classification of data. Therayrbe occasions where
in if there are two strands of data is accessibllae same time and one is unclassified whereasttier is Confidential
then the remaining data is treated as confidenkalther, any access to confidential informationstmbe properly
accounted for that is the user must have secueegrtiper permission from the owner of the inforomatin the absence of

the permission, this will result in a security brea
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Specific Asset Protection Policies

Once the criterion for the classification is takgn the next stage is the protection policies lier $pecific assets.

The following points summarize the points of coesation

An inventory register is maintained for the asseis assets which are important for the securitythef
organization. This register is required to be updait frequent intervals and further, the classiib® of the important
assets is changed due to changing dynamics. Fanmeafigure 2, pertaining to project criticalityatnix changes as and

when the project nears the completion stage.

All the information that is generated from the slfied data is appropriately labelled and accourfted For

example, any change in the project commerciabpsopriately documented and accounted for.

Any information in the form of magnetic media andvimg classified as the status is labelled with rappate

classification. This will enable media to be stotedhe same level of security afforded to its catep counterpart.

In a similar manner access procedures and processesppropriately defined, documented and managed

according to the requirements of the organization.
Personal Security

Policies are required to be defined for personaltfe purpose of introducing security responsiesitand
awareness arising from day to day operations iiaguilt information processing activities. The fallmg points depict the

information security measures that are applicableersonal working in the organization.

The managers including the human resource managdrthe project managers must ensure the relegautisy
roles and responsibilities of the employee. Thidudes background and referral checks and othelicapfe measures
while the applicable security controls pertaininghe projects are briefly communicated and acawifir by the project
manager to the employee. Further, confidentialitg aon disclosure agreement must be signed by rtipdogee. Also,
employee must be trained in the matters pertaitongecurity issues and any incident pertaininght® gecurity of the

assets and the data generated through these assets.
Physical and Environment Security

As the domain of security and information managenmfarge, correspondingly the physical and envinent

security too is accounted for. The following poinfsonsideration are covered in this section

The critical, secure and sensitive business inftiongprocessing units such server, databases, tegaiments,
financial information and the like are to be inkdland commissioned in secure areas where thg Bntestricted to
authorized personals only. The secure access tomiast be in accordance with the defined polieiespproved by the

management of the organization.

The perimeter of the building must be secure amdétess must be properly accounted for. Othectspaech as
safe and proper disposure of electronic waste lamgtevention of leakage of data and its unauthdrirsage; storage of
hazardous elements at safe and isolated locatithanike
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A Business Continuity and Disaster Recovery Plannm

The previous sections covered one aspect of tleeseturity and data privacy. This included the enpntation
of the various aspects of the information managemgstem. However, the next stage includes thenkasi continuity
planning and disaster recovery processes in thewhaen disaster does materialize. Figure 2 provideglimpse of the

recovery process of a project on the basis of tiieality and the time needed to recover the prbjEased on the
critical parameters.
This section discusses the disaster recovery asidd®s continuity aspects of data security ancapyiv

In order to implement a disaster management plam fitst task is to define the word disaster frdrva brganizational
perspectives and in accordance with the businegsctoles. Generally, the words disaster is defiasda mishap, a
calamity or an incident that causes heavy lossashwimay be in the form of monetary or other asmeath as loss of
customer, market standing and any other form wtsdarucial for the survival of the business. tharaple of the disaster
may be in the formof Floods, Earthquake, Fire, ¥Wimaittack, Server crash, Datacorruption, Arson, of&t attack,

Hacking, Network failure and thelike.

Further, the severity of the disaster is estimdtased on the preset parameters such as (figurea@ppof the
project, the type of the project, penalty clausefifability and the revenue that is to be incurfeain the project and any

other parameters. Hence it becomes imperativeue the business continuity plan in place in ordegrisure the
» Safety of personnel and equipment
e The risk or the impact of the risk can be minimized
* Business is able to recover from the disaster mimim amount of disruption
» Confusion and uncertainty is minimum when the desasappens
Business Continuity Plan or Disaster Recovery Plan

For an organization, Business continuity plan ispaired at 2 levels. One is prepared at the orgiomiza level
while the other is prepared at the particular comemd of the business operations such as projepiré is an example of
level 2 where in a project is taken into consideratand has an element of risk. On the other haedldvel lor the
organizational business continuity plan includes general and specific precautions and activitibehvare to be taken
care to minimize the risk and the path that mustaken into consideration sothat the businesslestabrecover from the

disaster in a minimum amount of time when a disasteurs.
This section covers the level 1 plan of the busirestinuity or disaster recovery.
Implementation of Business Continuity Plan

The implementation of the business continuity tgdese in a similar manner as covered for the imgletation

of information security management process. Theviohg are the key activities of the Business aauity plan.

Formation of Disaster Prevention Taskforce. Thithis first stage wherein the structure is formulateere by

setting a clear cut direction for the implementataztivities of the disaster recovery plan. Thsoahcludes the aspects
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such as selection and recruitment of team membdefiing their responsibilities, generating awasenef the employees
and selection of floor marshals and training thdxoua the various aspects of the plan, reviewingplhe with respect to

the changing dynamics.

Identification of threats. This is the most impoittstep in the business continuity management. Haisides
defining the measures and means for the identidicaif threats and vulnerabilities which are likeédyimpact the business
continuity. In addition members are trained to sifysthe threats on the basis of the likely impaot the changing

business dynamics.

Impact analysis. The next part of the businessioity planning is the analysis of the likely impamn the basis
of the identified threat and vulnerabilities. Thidl assist the management in the development efaittions which are to
be taken care off during the disaster.

Communication. This is another aspect which is nak&o consideration as it deals with he means and
mechanisms involved in the communication of thestisr without generating any sort of phobia ordousity during the

time of disaster

Info structure management. This is another aspbithns a part of the disaster management plan.riémbers

are trained to account for the various info strietf the organization and how toaccounted.

Other aspects which form the part of the disaskan pcludes evacuation procedure, training of éhwloyee,

alternative site arrangements and the logisticstia@ms$portation issues which must be taken care off
LIMITATIONS AND FUTURE SCOPE

This paper addressed the practical steps requireiinplementing aprocess based approach to theseataity
and disaster recovery in an organization. The ditiih that came up during the development of theepés in the form of

the constraints on the scope of the paper in tefrtise page size. Also, the generic aspect is ealvir this paper.

The future scope lies in the fact that the pararadte other types of industry can be customizegeasthe needs

of the organization and thus the customized planbeadeveloped for the industry in which the orgation operates.
CONCLUSIONS

Information security and disaster recovery are mpartant component for an organization. Any breach
of data security puts the survival of the businasstake. Only a comprehensive process based appwaith active
support of the management will ensure that procease put in place which will generate some comitgein the data
security mechanism.

This paper has provided a practical approach toirif@ementation of data security and disaster regpv
processes. Further, by developing an integratetivacé based on the practical aspects covered ahowbust data

security process can be implemented in reality.
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